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Google Says Its Agent Gateway Can Vet Every Tool

Call.

Google Cloud shipped Agent Identity, Agent Registry, and Agent Gateway this week, the
third enterprise agent control-plane claim in a month after ServiceNow deepened its

Microsoft Agent 365 integration. Current research finds only 21.9% of teams treat Al
agents as independent, identity-bearing entities. Today's Platform Edition maps who
actually owns agent identity across financial services, healthcare, manufacturing, and

energy.
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Platform Layer: Google Ships Agent Identity

‘ A CRYPTOGRAPHIC ID FOR EVERY AGENT, AND A GATEWAY THAT VETS EVERY TOOL CALL BEFORE IT
EXECUTES

Google Cloud's Gemini Enterprise Agent Platform, the rebrand and expansion of Vertex Al unveiled at Cloud Next ‘26, has
begun shipping five governance primitives through Q2-Q3 2026: Agent Studio, Agent-to-Agent Orchestration, Agent
Registry, Agent Identity, and Agent Gateway, alongside Agent Observability. Agent Identity is a native IAM type built on
the CNCF SPIFFE standard, giving every agent a unique cryptographic ID, least-privilege access policies, tokens bound to
the agent's runtime, and a non-repudiable audit trail of every action it takes. Agent Registry, now in Preview, is the central
catalog of agents, MCP servers, and endpoints across Google-built, customer-built, and third-party assets, with automated
registration through ADK and the Apigee API hub.

Agent Gateway and Model Armor are now generally available: Agent Gateway is the central policy-enforcement point
governing every agent tool call and authentication, and Model Armor extends it with runtime scanning against prompt
injection, jailbreaks, and PIl leakage. A newer layer, Semantic Governance Policies, currently in Preview, evaluates an
agent's proposed tool calls against stated user intent and organizational business rules before execution, explicitly
guarding against what Google calls "toxic combinations of tools," for example, an agent that can both read a customer
record and send an external email in the same session.

Agent Identity is the first cloud-native answer to a question every regulated-sector CIO is now being asked in an
audit or a board meeting: which agent did that, and can you prove it wasn't a human's inherited credential acting on
the agent's behalf. Current non-human-identity research finds only 21.9% of teams treat Al agents as independent,
identity-bearing entities today; the remaining 78.1% run agents under shared service accounts or inherited human
logins, a measurement and control-infrastructure gap, not a policy failure.

Open standard underlying Google's Share of teams that treat agents as Current release stage of Agent
new Agent Identity IAM type independent, identity-bearing Registry and Semantic Governance
entities Policies

What this means for platform leadership: Agent Identity solves the "who is this agent" question inside Google's own
estate. It does not solve it for the agent that also runs on Salesforce, Microsoft, or an internal orchestration layer, which is

exactly the gap Section 02 covers next.




Cross-Ecosystem: Three Control-Plane Claims, No Standard

‘ SERVICENOW, MICROSOFT, AND NOW GOOGLE EACH SAY THEY GOVERN YOUR AGENTS. NONE OF THEM
AGREE ON HOW

At Knowledge 2026, ServiceNow deepened its Al Control Tower's integration with Microsoft Agent 365: administrators
now review and approve ServiceNow Al specialists before they are published to the Microsoft Agent 365 Marketplace,
where an approved specialist appears in the org chart as a digital employee, complete with defined roles, permissions,
and accountability, subject to Microsoft 365 identity and admin policy. ServiceNow's Autonomous Security & Risk product,
built with Veza, separately maps every identity, human and non-human, and enforces least-privilege access at the point of
action with a full audit trail. That follows Microsoft's own Agent 365 push earlier this year to become the identity and
management layer for agents across the Microsoft estate.

Three vendors, three governance claims, and no shared standard between them. A CIO running agents across Salesforce,
Microsoft, Google, and internal tooling still has no single place to answer the question every one of these platforms is
separately trying to solve: how many agents can touch customer data right now, and under whose authority.

THE ENTERPRISE SURVEY DATA BACKS THIS UP

Deloitte's State of Al in the Enterprise finds only 1 in 5 organizations has a mature governance model for agentic Al
even as usage rises sharply. BCG's 2026 enterprise survey finds 40%+ of large enterprises already scaling agentic
implementation, with banking, financial services, and insurance leading adoption. McKinsey's State of
Organizations 2026 finds 23% of organizations actively scaling agentic Al in at least one function, but never more
than 10% within any single function. Ambition is outrunning governance maturity across every one of these

surveys.
Organizations with a mature Large enterprises already scaling Organizations scaling agentic Al in
agentic governance model agentic implementation (BCG) at least one function (McKinsey)

(Deloitte)

For CIO and CISO leadership: treat each vendor's control-plane claim as a partial inventory, not a complete one. The
organizations best positioned for the next 12 months are the ones building their own cross-platform agent registry now,

before a regulator or a security incident forces the question.




Financial Services

‘ AML AND FINANCIAL-CRIME AGENTS ARE MOVING TO GA FASTER THAN THE GUIDANCE THAT WOULD
DEFINE THEIR IDENTITY

FIS and Anthropic's Financial Crimes Al Agent, announced May 4, 2026 and heading toward general availability in the
second half of the year, is designed to compress anti-money-laundering alert and case investigation from days to minutes,
with BMO and Amalgamated Bank both in development. Fiserv has separately launched agentOS, an operating system
purpose-built for agentic banking. A Wolters Kluwer survey finds 44% of finance teams expect to use agentic Al in 2026,
with regulatory-change triage, financial-crime detection, and controls monitoring drawing the most investment, because
each pairs high transaction volume with a containable cost of error.

On April 17, 2026, the Federal Reserve, OCC, and FDIC issued revised interagency model risk management
guidance that explicitly states generative and agentic Al are novel and rapidly evolving and are not fully within its
existing scope. That is a gap in the guidance, not a clearance for the agent. Banks moving AML and financial-crime
agents toward GA this year are, in effect, defining their own identity and audit-trail standards ahead of the
regulator, which is a defensible position only if it is a deliberate, documented one.

Target GA for FIS/Anthropic's Finance teams expecting to use Fed/OCC/FDIC guidance date that
Financial Crimes Al Agent agentic Al in 2026 (Wolters Kluwer) leaves agentic Al outside full scope

For risk and compliance leadership: the safest posture right now is to document your own AML or financial-crime agent's
identity model, its access boundaries, and its audit trail as though an examiner will ask about it next quarter, because the

guidance that would tell you what's required has not caught up yet.




Healthcare, Manufacturing & Energy

‘ PRODUCTION AGENTS ARE ALREADY TOUCHING PATIENT RECORDS, PLANT EQUIPMENT, AND THE GRID,
OFTEN WITHOUT AN INDEPENDENT IDENTITY

Valley Children's Hospital in California is using ambient documentation to cut physician administrative burden, Epic
CosmOS to aid diagnosis of rare diseases, and genomic-data integration to optimize medication therapy across a service
area of more than 1.3 million children. NextGen Navigator, an Al customer-service agent, now manages appointment
scheduling, medication refills, and practice information, saving staff an estimated 2-3 hours daily. Across production
administrative healthcare agents broadly, organizations report 60-80% reductions in manual admin FTEs and 40-55% cost-
per-claim improvement; Smilist, a dental service organization scaling past 100 locations, runs more than 3,000 automated

claim-status checks daily.

In manufacturing, Siemens' Erlangen factory cut energy consumption 42% while holding productivity gains, using an
agentic system that aligns production against real-time grid pricing, demand, and environmental targets, shifting heavy
loads into off-peak or green windows and making micro-adjustments without cutting total output. Grid-side agentic
systems are increasingly asked to orchestrate wind, battery, and solar resources in real time and to self-heal during
disruptions or outages, precisely as Al data center growth, manufacturing reshoring, and transportation electrification
strain grid capacity.

Healthcare: admin FTE reduction in production agent deployments
60-80% Manual Admin FTE Reduction
Manufacturing: energy consumption cut, Siemens Erlangen factory

42% Energy Cut, Productivity Held
Source: Ventus Al 2026 healthcare-agent enterprise data; Siemens Erlangen case data via iFactory / Al Journal, 2026
lllustrative visualization combining independently reported 2026 figures for healthcare administrative agents and one named

manufacturing case study. Use directionally in client conversation; verify precise figures against primary sources before
citing as a single dataset.

Admin FTE reduction in production Energy consumption cut at Daily automated claim-status
healthcare agent deployments Siemens' Erlangen factory via checks at Smilist, a 100+ location
agentic optimization DSO

For healthcare, manufacturing, and energy leadership: every one of these production agents already has real access to
patient data, plant equipment, or grid assets. The identity question is not theoretical for these deployments, it is
operational today, and it is the same OT/IT and clinical/administrative boundary question raised in Sections 01 and 02,

just with a physical or clinical safety dimension layered on top.




Federal Policy: The Al AGENT Act

‘ CONGRESS JUST PROPOSED LEGISLATING THE EXACT INTEROPERABILITY QUESTION GOOGLE,
SERVICENOW, AND MICROSOFT ARE ANSWERING PRIVATELY AND DIFFERENTLY

On June 29, 2026, Senator Mark Warner (D-VA) released a discussion draft titled the Artificial Intelligence Access,
Gatekeeper Exchange, and Nondiscriminatory Transfer Act, the Al AGENT Act. The draft would let users of large online
platforms, those with more than 50 million monthly users or subscribers, choose at least one Al agent provider that
complies with security and identity standards developed by the Federal Trade Commission. It directs the National Institute
of Standards and Technology to identify protocols and technical standards supporting interoperability across agent
platforms, tasks the FTC with issuing rules and policing compliance, and would bar covered agent providers from using
data collected on a user's behalf for advertising or other secondary commercial purposes.

WHY THIS MATTERS THIS WEEK SPECIFICALLY

Warner's draft is the first serious federal attempt to legislate agent interoperability and identity, precisely the
question Google's Agent Identity, ServiceNow's Al Control Tower, and Microsoft's Agent 365 are each currently
answering differently and privately. If NIST is eventually directed to define the standard, today's proprietary
approaches become a migration project, not a permanent architecture. Enterprises adopting any single vendor's
agent-identity model right now should build for portability, not lock-in.

Date Sen. Warner released the Al Monthly-user threshold that would Agencies the draft assigns to define
AGENT Act discussion draft trigger platform obligations under standards and enforce compliance
the draft

For general counsel and CRO leadership: this is a discussion draft, not law, and Warner is actively soliciting stakeholder

feedback before formal introduction. That makes now the window to weigh in, and to make sure whatever agent-identity

architecture your organization adopts this year can adapt to a federal interoperability standard rather than fight it.




Action Items: 17-Day Countdown to Article 50

‘ THE EU'S NEXT ENFORCEABLE DEADLINE, THIS WEEK'S AGENT-IDENTITY SIGNAL, AND WHERE TO

START
EU CODE OF PRACTICE
Aug 2, 2026 Jul 22, 2026
Article 50 transparency obligations become enforceable, Signatory deadline for the EU Al Office's Code of Practice
fines up to €15M or 3% of global turnover. High-risk on Transparency of Al-Generated Content, granting a
obligations under Annex Ill / Annex | remain deferred to presumption of regulatory conformity for signers.

Dec 2027 / Aug 2028.

PRIORITY ITEM DETAIL DATE
HIGH EU Al Act Article 50 transparency Enforcement powers activate; fines up Aug 2, 2026
to €15M or 3% of global turnover for (17 days out)
breaches
HIGH Build a cross-platform agent Addresses the 21.9%-identity-bearing This quarter
inventory before a vendor's claim gap and the three competing control-
substitutes for one plane claims
EU Code of Practice signatory Grants a presumption of regulatory Jul 22,2026
deadline conformity for Al-generated content (6 days out)
transparency
Track the Al AGENT Act discussion Would direct NIST to set agent Ongoing,
draft and submit feedback where interoperability standards; comment 2026
relevant window is open now

Only 21.9% of teams currently treat Al agents as independent, identity-bearing entities, and only 1in 5
organizations reports a mature agentic governance model overall. Read together with 40%+ of large enterprises
already scaling agentic implementation (BCG), the gap between deployment speed and governance maturity is the
defining operational risk of the current cycle, not a future one.

CONTINUE THE CONVERSATION




, a48-hour Al readiness assessment for regulated sectors. ariana.digital/ai-
success-pack.html, the Al Success Pack, a structured engagement for governance and platform-led Al

deployment. With mynd for Al talent supply.



https://ariana.digital/ai-readiness-brief.html
https://ariana.digital/ai-success-pack.html
https://ariana.digital/ai-success-pack.html
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